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Our Focus

• Quick-and-easy, FREE tools

• Tools that enable at-a-glance analysis

• Per-host analysis == easy

• Boots on the ground? Perfect!

• Especially applicable to Law 
Enforcement (LE)!
• We are often asked about LE 

resources
• These work great!





Tracking Lateral Movement

• Tracking the adversary through the network

• Common lateral movement methods:
• SMB

• RDP

• SMB is the most popular – e.g., PsExec & related methods
• Want to learn exactly how PsExec works? See for528.com/psexec-lateral

• For an amazing LM tracking sheet, see for528.com/lateral

• BITS

• WinRM

• WMI

https://for528.com/psexec-lateral
https://for528.com/lateral




LogonTracer
to the Rescue!

• Tool to visualize lateral 
movement

• From JPCERT Coordination 
Center (JPCERT/CC)

• See the LogonTracer repo: 
for528.com/ltracer

• IMPORTANT:
• Does not cover “all” logon/ 

authentication events

• Event IDs included →

https://for528.com/ltracer


Installing LogonTracer

• Linux / macOS install
• for528.com/ltracer-install

• Docker install
• for528.com/ltracer-docker

• E.g., Docker installed in FOR528 SIFT VM
• $ docker run --detach --publish=7474:7474 --
publish=7687:7687 --publish=8080:8080 -e 

LTHOSTNAME=127.0.0.1 jpcertcc/docker-logontracer

https://for528.com/ltracer-install
https://for528.com/ltracer-docker






LogonTracer DEMO
• Nothin’ better than a DEMO!



Recovering 
MFT-Resident 

Files



MFT-Resident Files

• Master File Table (MFT) overview

• Small files such as text and various script files may be “resident”
• Triage collections often pull the $MFT file
• With just this $MFT file, you may be able to obtain files
• Even if deleted, you may be able to recover files from the $MFT itself (win!)

• MFT records are 1KB 
• 1KB == 1024 bytes

• If a file’s size, including NTFS metadata, is <1,024 bytes:
• The file may reside within the $MFT file itself

• Maximum MFT-resident file sizes vary
• Max size commonly accepted to be ~900 bytes
• 1,000-byte files with very little NTFS metadata could be resident

• To learn more, see MS’ docs here: for528.com/resident

https://for528.com/resident


MFTEcmd to the Rescue!

• Eric Zimmerman’s $MFT | $J | $LogFile | $Boot | $SDS parser
• See for528.com/mftecmd

• Eric’s intro to his tool here: for528.com/mftecmd-intro

• “ZimmermanTools” are the go-to for many DFIR analysts
• See https://ericzimmerman.github.io/

• A fun “small world” story:
• Eric was in our FOR528 alpha chat

• During class, a student noted how useful it would be if MFTEcmd
could dump all resident files in one fell swoop

• Within an hour, MFTEcmd was updated! (Thanks again Eric!!)

https://for528.com/mftecmd
https://for528.com/mftecmd-intro
https://ericzimmerman.github.io/


Real-World 
Example

• We at BlackBerry recently 
published an article on the 
“MONTI strain” ransomware group 
(for528.com/monti) 

• MONTI used the Action1 RMM, 
which was a new TTP

• During the IR, I was able to recover 
the file you see here from an $MFT 
file

• This file contained the MONTI 
actor’s Action1 Customer ID! –

Thanks, MFTEcmd!

https://for528.com/monti


MFTEcmd DEMO
Nothin’ better than a DEMO!
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Questions/Comments?
THANK YOU!!!


