Have Fun with It!:
Tracking Ransomware
Operator Lateral Movement

and Recovering Deleted Files
the Easy Way!

Ryan Chapman | @rj_chap



Ryan Chapman | @rj_chap

* Principal IR Consultant @ BlackBerry

e Author of SANS FOR528: Ransomware for
Incident Responders

* CactusCon Sponsor/Community Liaison
(former Lead)

* PluralSight author

e Retro gaming enthusiast



Our Focus

Quick-and-easy, FREE tools

Tools that enable at-a-glance analysis
Per-host analysis == easy

Boots on the ground? Perfect!

Especially applicable to Law
Enforcement (LE)!

e We are often asked about LE
resources

* These work great!







Tracking Lateral Movement

* Tracking the adversary through the network
e Common lateral movement methods:

* SMB * BITS
* RDP * WinRM
* WMI

* SMB is the most popular —e.g., PsExec & related methods
* Want to learn exactly how PsExec works? See for528.com/psexec-lateral

e For an amazing LM tracking sheet, see for528.com/lateral



https://for528.com/psexec-lateral
https://for528.com/lateral




LogonTracer
to the Rescue!

Tool to visualize lateral
movement

From JPCERT Coordination
Center (JPCERT/CC)

See the LogonTracer repo:

IMPORTANT:

* Does not cover “all” logon/
authentication events

* Event IDs included =



https://for528.com/ltracer

Installing LogonTracer

* Linux / macOS install
e for528.com/Itracer-install

 Docker install
e for528.com/Itracer-docker

* E.g., Docker installed in FOR528 SIFT VM

* $ docker run --detach --publish=7474:7474 --
publish=7687:7687 --publish=8080:8080 -e
LTHOSTNAME=127.0.0.1 jpcertcc/docker-logontracer



https://for528.com/ltracer-install
https://for528.com/ltracer-docker







LogonTracer DEMO

* Nothin’ better than a DEMO!



Recovering
MFT-Resident
Files



MFT-Resident Files

Master File Table (MFT) overview

Small files such as text and various script files may be “resident”
* Triage collections often pull the SMFT file
« With just this SMFT file, you may be able to obtain files
* Even if deleted, you may be able to recover files from the SMFT itself (win!)

MFT records are 1KB
e 1KB == 1024 bytes

If a file’s size, including NTFS metadata, is <1,024 bytes:
* The file may reside within the SMFT file itself

Maximum MFT-resident file sizes vary
* Max size commonly accepted to be ~900 bytes
* 1,000-byte files with very little NTFS metadata could be resident

To learn more, see MS’ docs here: for528.com/resident



https://for528.com/resident

MFTEcmd to the Rescue!

* Eric Zimmerman’s SMFT | SJ | SLogFile | SBoot | SSDS parser
e See for528.com/mftecmd
* Eric’s intro to his tool here: for528.com/mftecmd-intro

e “ZimmermanTools” are the go-to for many DFIR analysts
* See https://ericzimmerman.github.io/

* A fun “small world” story:
* Eric was in our FOR528 alpha chat

* During class, a student noted how useful it would be if MFTEcmd
could dump all resident files in one fell swoop

e Within an hour, MFTEcmd was updated! (Thanks again Eric!!)


https://for528.com/mftecmd
https://for528.com/mftecmd-intro
https://ericzimmerman.github.io/

()

Real-World
Example

We at BlackBerry recently

published an article on the
“MONTI strain” ransomware group

( )

MONTI used the Actionl RMM,
which was a new TTP

During the IR, | was able to recover
the file you see here from an SMFT
file

This file contained the MONTI
actor’s Actionl Customer ID! —
Thanks, MFTEcmd!

=1 121607-9_what_is_this txt bin ,'l

Actionl Agent service provides the ability to remotely
manage this computer using Actionl RMM. Visit
www.actionl.com to learn more. Stopping or disabling the
service would prevent system administrators from leveraging
this functionality.

If you believe this installation was not authorized by your
organization, please email support@actionl.com and include
this customer ID: c¢82d5b35-77c7-[redacted]

MNormal text file length: 404 lines: 4 Ln:4 Col:1 Sel:0|0 Windows (CRLF)  UTF-8 INS



https://for528.com/monti

MFTEcmd DEMO

Nothin’ better than a DEMO!

EA Administrator: CAWindows\System32\cmd.exe

C:\Users\REM\Desktop\MFTECmd>MFTECmd.exe -f Z:\vm_share\ m \MFT --dr --csv C:\temp\

MFTECmd version 1.2.1.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/Ericzimmerman/MFTECMd

command line: -f z:\vm_share\ [Ba B \MFT --dr --csv c:\temp\

File type: Mft

Processed zZ:\vm_share\ - \MFT 1n seconds

Z:\vm_share\ n'l n -\mWT' FILE records found: (Free records:

Path to C:\temp\ doesn't exist. Creating.

) File size:

CSV output will be saved to C: \temp\20220?08020456 MFTECmd_S$MFT_Output.csv

Resident data will be saved to C:\temp\Resident

C:\Users\REM\Desktop\MFTECmd>

551.8MB




Questions/Comments?
THANK YOU!!!
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