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About Us

• Kelvin WONG, aka Forensics Ninja and independent researcher

• Dr. Zetta KE, Assistant Professor of Information System at SMU

• Anthony LAI, Founder of VXRL and Review Board members of BH 
Asia, experienced pentester / incident responder

• Alan HO, Co-founder of VXRL and experienced pentester / incident 
responder



Real Case Study

• Ransomware Incident
• Cryptocurrency Tracing



Background

• Company’s Servers and Network Storage were compromised.

• All files was encrypted and backup was encrypted too.

• Attacker demanded 1.5 BTC.

• Our IR Team investigated the incident.



Ransom Note



Incident Response

• Attacker preformed Eternal Blue MS17-010 (remote code 
execution) against the exchange server, then attacker RDP to a 
desktop in HR department which mapped drives from network 
storage

• From Windows Event Log, we found that the Attacker disabled Anti-
virus in the desktops.



Incident Response

• On the other hand, since there 
were no backup at all, 
management from victim 
company decided to pay the 
ransom, our IR team 
negotiated with the Attacker in 
the chatroom

• Eventually 1.5BTC was agreed.



Incident Response

• The following tasks were done

• To stop further potential attacker, we recommended the company to block 
any incoming network traffic and compile an inventory list.

• New firewall and policies were deployed to block malicious traffic



Incident Response

• Paying the Ransom



Negotiation (extracted)

Bitcoin Wallet - bc1qhlapvqs5nd2mzvgd9s8x4cssnsvlele622ykxe



Transactions

• Test “0.1 Bitcoin” same bitcoin wallet address
• 1.4 Bitcoin
• Around 4-5 blocks (15 mins)
• URL ‘ufile.io’ from cloudfare > download decrypter
• Successful



Incident Response

• After paying the ransom, attacker explained how they gained access 
to the network.



Incident Response

• Decryptor was sent to us, and we tested it. It could decrypt all the 
encrypted files successfully.



Incident Response



Incident Response

• After the files were restored.

• Offline storage was deployed to backup files once they’re decrypted.

• Exchange Server was migrated to cloud (Office 365)

• Desktops were upgrade from Windows 7 or XP to Windows 10

• Servers were upgraded from Windows Server 2012 to 2019



Ransomware Analysis

• Our team used any.run to execute analyze the ransomware





CryptoCurrency Tracing (Commercial Tools)

• Chainanalysis
• CipherTrace



Tracking CryptoCurrency with OSINT

• BlockChair Explorer
• BitQuery
• OXT.ME



BlockChair Explorer

Suspect Bitcoin Wallet - bc1qhlapvqs5nd2mzvgd9s8x4cssnsvlele622ykxe



OXT.ME



Use of OXT.me



Bitquery



Anonymous?

• Pseudo-Anonymity
• IP Address in RU
• Cash Out
• Big Data
• Know Your Customer (KYC)
• DeFi or CeFi



Thank You

Questions?
hello@vxrl.hk
www.vxrl.hk

http://www.vxrl.hk

