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Real Case Study

 Ransomware Incident
* Cryptocurrency Tracing



Background

Company’s Servers and Network Storage were compromised.
- All files was encrypted and backup was encrypted too.

. Attacker demanded 1.5 BTC.

Our IR Team investigated the incident.



Ransom Note

"All your files are encrypted and cannot be recovered."”

COMPANY INFO:

o Company: NG

o Website hitp: i —

* Address:CountryHong Kong I |Honge Kong
Phone NG

-What data was received:

Contracts, financial documents, HR documents, client information, etc.
Over S00GB of confidential information.

-What will become of vou:

You have 72 hours to get in touch with us, if during this time vou do not contact us, all your information will be published in our blog.
Anvone can access it.We will inform the client, emplovees, and merge yvour information with other hacker groups.
You will receive multiple lawsuits, suffer huge financial losses, and lose your reputation.

How to get to our page

midas bkic Se i ———rs b2 qgux 7 dighpnadupdrtdad. onion link.php?id=rDxy TvEiFx2 AL | | |
Follow the instructions on this page

1. Download Tor browser - hitps:/www.torproject.org
2. Install Tor browser

3. Open link in Tor browser

4



Incident Response

Attacker preformed Eternal Blue MS17-010 (remote code
execution) against the exchange server, then attacker RDP to a
desktop in HR department which mapped drives from network
storage

From Windows Event Log, we found that the Attacker disabled Anti-

Vir $4% 12 , Symantec AntiVirus %

®R | iame e % =
I sraBese

Changed value 'HKLM\Software\Wow6432Node\Symantec\Symantec Endpoint Protection\AV
| [\Storages\Filesystem\RealTimeScan\OnOff' from ‘0’ to 1’




Incident Response

- On the other hand, since there

were no backup at all,
management from victim
company decided to pay the
ransom, our |IR team
negotiated with the Attacker in
the chatroom

Eventually 1.5BTC was agreed.

CONTACT us |

TOCHATj

| LoGouT

der Revil, etc.

Admin 18:44 07.10:

This is not a joke, if you do not want your business to be

paralyzed for a long period of time, it is easier for you to
pay

user385706 03:52 08.10:
We will inform you once BTC is ready and would you supp

| ortto inform us the :tepg transfer bitcoin wallet and step




Incident Response

The following tasks were done

To stop further potential attacker, we recommended the company to block
any incoming network traffic and compile an inventory list.

New firewall and policies were deployed to block malicious traffic



Incident Response

- Paying the Ransom [rocmar]  (coumacr us)  (toaour]

0.0995 - success

usSer385706 11:40 08.10:

Mﬂ-.mmm”mﬂﬁmﬂm-ﬂumMuhl
Ilhd-;n-l-hﬂ-ﬂ.l.tue

Munhummnh'hmm.-.mm&nﬂhjmm

Admin 11:50 08.10:
i willl use ufile.io file sharing

[ [Type your message... I



Negotiation (extracted)

Admin 09:31 08.10:

Use this wallet for a transaction, after full payment you will receive a decryptor and all
instructions

Admin 09:31 08.10:

bc1ghlapvgs5nd2mzvgd9s8x4cssnsviele622ykxe 1.5BTC

user385706 11:38 08.10:

please check the wallet, we have transferred 0.0995 btc.

Admin 11:39 08.10:

0.0995 - success

user385706 11:40 08.10:

Okay, please provide instructions how we can get the decryptor and keys as well as how you
hack in. If it is clear, we now transfer remaining 1.4 btc

Admin 11:43 08.10:

After full payment, | will send you an archive with a universal decryptor. And also basic
instructions on how to correctly decrypt your files. Next, | will point out to you the problem hosts
on your network that have certain vulnerabilities.

Bitcoin Wallet - bclghlapvgs5nd2mzvgd9s8x4cssnsviele622ykxe



Transactions

* Test “0.1 Bitcoin” same bitcoin wallet address

* 1.4 Bitcoin

* Around 4-5 blocks (15 mins)

e URL ‘ufile.io” from cloudfare > download decrypter
* Successful



Incident Response

After paying the ransom, attacker explained how they gained access

Admin 12:12 08.10;
Pass: gewcompany2021

to the network.

user3ss706 12:25 08.10:
\ ich domain name of the mail server?
|

Ser385706 12:25 08.10:

and ip address of the mail server with vulenrabilities.

Admin 12:27 08.10
172.16.3.35 2003 serv Exchange




Incident Response

- Decryptor was sent to us, and we tested it
encrypted files successfully.

Config.enc

o Decryptor.gye - -
File descnption: Decoder
_ dns3.JPG.c1§gbo Eb vsrcions 1 000

ar a mos ol 18 NN,
R&&Keys.bct Uate created: 10/40/4021 ¢
N s 1 0

. It could decrypt all the



Incident Response

. Recovery Tool...

- =

nformation

]

|

L 3
,

Help...

Decode files...




Incident Response

After the files were restored.

Offline storage was deployed to backup files once they’re decrypted.
Exchange Server was migrated to cloud (Office 365)
Desktops were upgrade from Windows 7 or XP to Windows 10

Servers were upgraded from Windows Server 2012 to 2019



Ransomware Analysis

. Our team used any.run to execute analyze the ransomware
SHA256

49bc1609d070355ea87a98c1448af64ed692f77a2dbb9f7a9a8eda2903117b96
SHAT1

5121af6c222c8198600844c516807a314527e04d

MD5
008eab61ebd2d5c7fd2b2f02c24de42a




Mitre ATT&CK Matrix
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CryptoCurrency Tracing (Commercial Tools)

&S Chainalysis

- Chainanalysis e e

Empowering you to

- Ci P herTrace answer questions

about blockchains

Our data platform powers investigation, compliance, and
risk management tools that have been used to solve some

of the world's most high-profile cyber criminal cases and
grow consumer access to cryptocurrency safely.

Organization Type

v Request a demo ( )

CipherTrace is hiring! See our current job openings.

CONTACT

CIPHERTRACE SOLUTIONS  BLOG  RESOURCES  ABOUT  PRODUCTS

-

CipherTrace Inspector™ CipherTrace Sentry™

CipherTrace Armada™ CipherTrace Traveler™



Tracking CryptoCurrency with OSINT

* BlockChair Explorer
* BitQuery
e OXT.ME




BlockChair Explorer

Address bclghlapvgs5nd2mzvgd9s8x4cssnsviele622ykxe @
Format

Transactions 3

Total Received 1.50000000 BTC

Total Sent 1.50000000 BTC

Final Balance 0.00000000 BTC

Suspect Bitcoin Wallet - bclghlapvgs5nd2mzvgd9s8x4cssnsvlele622ykxe



OXT.ME

O

&

TXID 62f787265f475fb3b7ed5e5f2c04f4d8c5af50c8d4003f80f609c64647e10c19
BLOCK 704069

AMOUNT 8.97060073 B

#INPUTS 2

#OUTPUTS ~ 100

ENTROPY ~ N/A

VERSION 2

NLOCKTIME BLOCK 704068




Use of OXT.me

® - Display/hide transaction details

® - Display/hide transaction and TXO details (fingerprint mode)
R - Display/hide comments

@ - Display/hide marked transactions and TXOs

Il - Pause the graph animation
3 - Re-center the graph
O - Reset the graph

X - Clear the list of selected transactions (login required)
- Export selected transactions to CSV (login required)
& - Export selected transactions to JSON (login required)

2 - Download a screenshot of the graph (login required)
0 - Bookmark the graph (login required)




Bitquery
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Anonymous?

* Pseudo-Anonymity

* |IP Address in RU

* Cash Out

* Big Data

* Know Your Customer (KYC)
* DeFi or CeFi



Thank You

Questions?
hello@vxrl.hk

www.vxrl.hk



http://www.vxrl.hk

