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ISO + LNK Attacks
● Are Macros dying?

● ISO image containers are a prevalent malware delivery method
■ ISOs and VHDs used to remove Mark-of-the-Web from their contents

■ Emotet, IcedID, Bumblebee, Qakbot and APT groups

● LNK Shortcuts inside of ISOs are disguised to trick users
■ LNK files, like the shortcuts on a Windows Desktop, can be modified to execute 

any target program

● Earlier in 2022, The DFIR Report published an incident where ransomware 
was deployed in four hours
■ This attack began with an ISO image and .LNK shortcut file, leading to IcedID 

(Banking Trojan)

https://thedfirreport.com/2022/04/25/quantum-ransomware/


What is Quantum Builder?

● Discovered in June 2022 by Cyble researchers

● Malware development tool sold on the dark web
■ Input: Malware author’s payload URLs 

■ Output: ISO/IMG file containing LNK to trigger infection

● Features customizable icons to spoof files, UAC Prompt Bypass, decoy file

● Enables threat actors to phish easily



Quantum Builder Killchain



mLNK Features

- Reported on by Resecurity in July 
2022

- Ostensibly the same feature set as 
Quantum Builder; supports multiple 
payloads

- Optional extra encryption layer for the 
PowerShell



Payload Contents
ISO > LNK > Remote HTA (VBScript + PowerShell)

LNK Features:
● Encrypted PowerShell command with mshta.exe execution
● Customizable Icon

HTA Features:
● Embedded JavaScript handled by mshta.exe as VBScript
● More encrypted PowerShell, leading to download and 

execution of final payload



Obfuscation Techniques (LNK)

Array of integers converted to characters via a subtraction algorithm

Obfuscates PowerShell keywords like “iex” AKA Invoke-Expression

Random subtraction key generated by Quantum Builder



Obfuscation Techniques (HTA and PS)

<- Builds and executes 
PowerShell payload via 
WScript.Shell Object

<- Last PowerShell layer is a 
downloader, still using the same integer 
subtraction to hide C2 URLs



Extra Obfuscation

<- Further PowerShell is 
Base64 encoded, 
encrypted with AES and 
GZip compressed



Impact
Last PowerShell layer downloads the attacker-supplied 
payload from another C2
Downloader includes additional functionality:

● UAC Bypass using the Microsoft Features on 
Demand Helper (fodhelper.exe)

● Registers Scheduled Task “Core update check” 
with description “Core updating process”

● Can launch a downloaded decoy document

Potential payloads:
● Crypto Stealers
● Banking Trojans, both EXE and DLL (IcedID, 

RedLine, Qbot)
● Netwire, WshRAT and others



Overlap with Lazarus “Dream Job” 
Campaign?

● Anheng CERT report from June 2022 on Lazarus campaign references 
previous 2020 campaign “Dream Job”

● Lures in Operation Dream Job (ClearSky) were job descriptions from prominent 
Aerospace companies

○ Bundled a custom PDF reader which weaponized content in the bait 
PDFs

● Extent of overlap between Dream Job (2020) and Anheng CERT (June 2022) 
appears to be the type of lures and the presence of LNK files in the campaign

○ Cobalt Strike C2 in the end led to DigitalOcean

○ No presence of previously known Lazarus RATs/tools



LNK Version 1.1

● Change in obfuscation method can frustrate strict signatures

● HTA and PowerShell Downloader stages remained the same

● Still delivering stealers and banking trojans



Hunting and Detection

YARA Hunting:
● At present, over 200 samples in 

TiCloud

Detection Opportunities:
● Scheduled Task
● Fodhelper.exe UAC Bypass
● mshta.exe launching powershell.exe
● ISO Mounting
● EXE/DLL/PS1 payloads in 

%AppData%
● Network request to .hta
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