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- 11_Brief_081118_ALDP_ALDO_Org
- 26-0A (1).doc
00069.doc

- 2011VolI36N025ubl0.pdf
3 2011Vo|36N025u&.pdf
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» 2012-05-28-selex.pdf
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50 items 1 item selected 223 KB
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notice - Windows Photo Viewer -

E-mail Bun ¥ Open ¥ ©

Your personal files are encrypted!

1 Your important files encryption produced on this computer: photos,
videos, documents, etc.

Encryption was produced using a unique public key RSA-2048
generated for this computer. To decrypt files you need to obtain a
private key.

The single copy of the private key, which will allow you to decrypt the
files, located on a secret server on the Internet; the server will
destroy the key after a time specified in this window. After that,
nobody and never will be able to restore files,

To obtain the private key for this computer. which will automatically
decrypt files, you need to pay 5 Bitcoin to
14bgivitRtTjzwiSArRECoKGXkSZbf1Co39

ATTENTION!

Any attempt to remove or damage th/
immediate destruction of the private!

N\

/-

NCEE- N-—(}-—-N--—) He

5:16 PM
2/24/2019







| = | & [
Nk

(‘ @l@ https://exch.xyz.com/owa/default.g jpy [yay I :‘_' ar Nl <1< ‘EﬂDA-Oth016-Search-Admi... X

eDiscovery search preview: DA-Oct2016-Search

The top 500 mailboxes and public folders with the most hits are displayed below.

A” |tems () tems by Date (Newestontop) ¥ . . L A
¥t Goiine 6 ~ We bring Security Training
Size: 117 KB -
Lynda Carter to your city!
) We bring Security Training to your city! 10/13/2016
Dailey Marlene
lqtlezr: c;;;?(tg 1 vl Cater Lynda Carter <lynda.carter@san
We bring Security Training to your city! 10/13/2016 To: Lantz Cayla; ¥ Thu 10/13/2016 6:54 PM
Scanlon Harry Aol :
Item count: 1 Lynda Carter Aoty s
Size: 15KB We bring Security Training to your city! 10/13/2016
Learn what you need to know now, from anywhere
Butts Inqrid Lynda Garter and at anytime, via SANS online training formats
Bt canie: 1 We bt Securts Tesma o yoiaici 10/13/2016 OnDemand and vLive. These two online training
Size: 15 KB formats offer more than 30 SANS courses in flexible,
extended learning packages, and all are eligible for a
_ Lynda Carter special 10% discount for a very limited time! To
Welch Ericka We bring Security Training to your city! 10/13/2016 redeem this offer before the July 13 expiration date,

Item count: 1
Size: 15 KB

follow these simple steps: - 1. Visit the Online
Training Special Offer web page:

Lynda garter http://www.sqxs.org/u/45F - 2. Choose a qualifying

ity Traini ity!

W A0 JOU I 1ods10 OnDemand or%vLive course - 3. Use discount code
PCTD15 at checkout - Qualifying OnDemand

ter Courses - OnDemand's extensive library of SANS'

ity Training to your city! 10/13/2016 most popular courses aliow you to learn anytime,
anywhere, at your.own pace. See the complete list
at: http://www.sans:ora/u/45F - Qualifying vLive

v Courses - SANS' most engaging courses taught LIVE
in a convenient online classroom format. See the

5:57 PM
- @ 2/24/2019
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Detection & Analysis

46.236.64.10

IP Threat Status: (i)

- Benign

Request an IP threat status change

Content on this IP

Since one IP address may host multiple sites, content
hosted on this IP may have a different reputation score

than for the IP.

Show content data for this IP

IP Database Version: 1.3882 - Last Updated: 01/01/2022 23:01:02 UTC

IP Threat Analysis

No Threats Found

IP Virtually Hosted Domains ®

Keyboard shortcuts

Total Virtually Hosted: 0

High Risk Suspicious

Moderate Risk

Low Risk

Geographic Location

City: stockholm

State: stockholms lan

Region: N/A

Country: sweden

Latitude: 59.31512

Longitude: 18.05132
Organization: ptp

Carrier: a3 sverige ab

Top Level Domain: se

Second Level Domain: a3fiber

Trustworthy







L L n
= NETWORKS Dashboard ACC Monitor Policies Objects Network Device = & Bsave Qsearch

10Seconds |v PIAMQL:"

- TN > :

v B Logs -4 | (addr.src in 172.16.80.54) (x) & v @
I-?':'.Traﬂic ‘ »
E® Threat Receive Time ‘ Type From Zone To Zone Source Source User Destination To Port Application
[@ URL Filtering D 10/1402:27:44  end Interna External  172.16.80.54 46.236.64. 10 25 unknown-tcp
Q WildFire Submissions
Data Filtering B 10/13 23:06:20 | start Internal External 172.16.80.54 46,236.64.10 25 unknown-tcp
[% HIP Match [3_‘) 10/13 21:47:20 end Internal External 172.16.80.54 4448 53 dns
8 Configuration Fo 10/1321:46:51  start Intenal  External | 172.16.80.54 4.4.4.8 53 dns
[a System
[3 Alarms

$2-Packet Capture
h @ App Scope

B summary Internal 3%%% 546.236.64.10
|4 Change Monitor -
@Threat Monitor “ 1 72 ’ 1 6.80 . 54 o Web (from proxy Iog)
QThreat Map
(B Network Monitor
_ QTrafﬁc Map
*.f) Session Browser
@ Botnet
v @ PDF Reports

%Manage PDF Summary
%g User Activity Report
%Report Groups %
B Email Scheduler

F‘@Manage Custom Reports

(il Reports <







o jy IP: 172.16.60.11 & 172.16.110.20

172.16.60.11 s aerar T amcerver | j)

When accessing the Transaction Server, it automatically reboots

Network Monitoring tools demonstrate that the Transaction Server is offline







Cybersecurity Incident
& Vulnerability Response Playbooks
Operational Procedures for Planning and

Conducting Cybersecurity Incident and Vulnerability
Response Activities in FCEB Information Systems

Publication: November 2021

Cybersecurity and Infrastructure Security Agency

https://www.cisa.gov/tip/.

[TLP:WHITE]

https://www.cisa.gov/news/2021 /11 /16 /cisa-releases-incident-and-vulnerability-response-playbooks-strengthen






Cyber Triage Collection Tool = X

Collect data from this system to analyze in Cyber Triage.

Choose destination of data, what to collect, and press Start. CYBER TRIAGE
Destination Collection Types
© Local File Users Malware System Config

" ™ Logins I Startup Items [ Settings
=1l C:\Users\dennisallen\Desktop\CollectionTool\CyberTriag - = .
Network Shares Triggered Tasks

@ 53 Cloud Bucket (Not Configured) Programs Run Processes General
Web Artifacts Network Full File System Scan
Data Accessed Network Caches Collect hash instead of file content

=
Select All Deselect All

Server Mode: Not running
@ Standalone

® rem:sesen |
® remsevercer |

@ Remote Server

e

Encrypt File

€ CYBER TRIAGE
Gl Suspicious Items confrmpassword |

Dashboard

Ungroup ltems

Bad ltems 5

Suspicious ltems .

Users } . . . . , . , PP : i g - ..
/users/matt hamilton/appdata/local/google/chrome/user data/default/history fe... F Ransomware: Found an encrypted Chrome file.

Accounts . /users/matt hamilton/appdata/local/microsoft/edge/user data/default/service w... File Ransomware Note Suspected - Found more than 150...

Loai /Users/Matt Hamilton/AppData/Local/Packages/Microsoft. Windows.Search_cw5... Program Run  Run from User * Cache folder, App Data
ogins

JUSERS/MATT HAMILTON/APPDATA/LOCAL/TEMP/3892_1953552578/SOFTWAR... Program Run  Run from Temp folder, App Data

Image source: https://www.cybertriage.com/features/ransomware /




cecution

(/;) https: / /www.nsa.gov /Press-Room /Cybersecurity-Advisories-Guidance



@ XOR > Detections 0 Q Seach Search@I67b12d5 CustomerD ~ = & O

XDR Detections 6 total

Search detections Q

User ~  Hosts v

Severity v Status v Assignedto v Generated by Logsourcs v Vendor ~  Domain v 1P -  Time -  More filtars +

@ Deusss Status Anributes Sorted by time: Descending Jan. 27, 2022 16:12:20 o

Critical severity

Critical 16:12:20  Mataspioit and brute force login attempt Unassigned New CrowdStrike | Falcon, Corelight | identity, Net. . XDR Detection

l dentity, Web

- Muttiphe fa Harry Potter stom Ham
Metasplok and beute force login sttempt
Critica €2:18:35  Ramsomware with Data Exfiltration Albus Dumbledore CrowdStrike l Falcon, Corelight Endpolrit, N. o
Encrypted Metasploit traffic and login activity indicative of a brute force attempt
were cbserved from a common IP.
All Sites v New CrowdStrike I Faloon, Proofpoint | Endpoint, € : CrowdStrike
l Falcon, Z | Endpoint, W
Jon. 27, 2022 16:08:16 Jen. 27, 2022 16:12:0
CrowdStrike Falcon Endpoint, id
B Status I
Aaignad
Unassigned New
o
‘ Indicators Y
Masquerading executable v
Jan. 27, 2022 16:08:16 CrowdStrike Endpoint
@ suspicious @ Miti @ Blocked https://www.crowdstrike.com/ P p——

o cerber.exe

o 02sample_get_cerber.xlsx Jim 7 ) r Killed
01Dropper_Sample.exe Jim-Win7 2( eln Killed, Qu
d2236958ad45edf1e690b0ab561... Jin / Acr Killed, Q

2542fb87a3d7dc8b353b385201e...

https://www.sentinelone.com/




GENERAL

EDR/XDR

ENDPOINT DETAILS

VICTIM-DESKTOP

Agent version
Scan status
Memory

CPU

Core count

Disk encryption

APP INVENTORY

Windows 10 (64 bit)
Last active Last 4 minutes

Site name Demo

2.6.1.5901
N/A

2.00GB

1 X Intel(R) Core(TM) i7-...

i
Off

Network Adapters:

Health status

Ql

Last logged in

Group name

Console conn
Network stat
Domain

Subscribed off
Console visibl

IP Address

wecomimission
Disconnect From Netw...
Fetch Logs

Initiate Scan

Move To Another Site
Reboot

Send Message @
Show Passphrase

Shut Down

Uninstall

Policy mode options

Detect
Alert Only
Threats O
Suspicious @®

Protect level

Protect
Kill & Quarantine

®

° Kill & Quarantine

https://www.sentinelone.com/

Remediate

Engines

Reputation
@ oFl
@D DFI - Suspicious
@ DBT - Executables
@ Documents, Scripts
@ Lateral Movement
@D Anti Exploitation / Fileless

a Potentially Unwanted Applications

@D intrusion Detection

Rollback




enpe | Dashboards Activity Settings

@ W™/ Expel malicious macro signal Update status | TMesttype  Attacktiming

£ Non-targeted Historical

Findings . .
F] n d n g S Manage questions

Investigative Actions .

Whatis it? What remediation actions should we take?
Timeline DRIDEX ns? banking Trg?". that steals informaticn related to banking websites. We found two € REMEDATION n

systems infected with different variants of this non-targeted, commodity malware
Involved Hosts 50 minago * Jon Hencinksi (Expel) Implement DNS blackholing for the following

malicious comains

Where is it? + aircraftpolish[.Jcom

The scope of the incident is Iimited to two workstations joined to the EVILCORP domain: * gofotol.]dk

* WORKSTATION1

* WOCRKSTATION2

42 min ago * Jon =encinksi (Expel) &1 REMEDIATION B

Createc 12 min ago

When did it get here? Block the following malicious IP addresses
Tne earliest evidence of compromise is 1 Gay ago on February 3, 2017, at 0950:00 UTC. The * 203.172.141.250
Windows Script Host (cscript exe) on WORKSTATION launched a malicious Visual Basic Scrip: file * 74.208.11.204

Cresiec 17 min ago Completed w
21 minago * Jon Hencinksi (Expel)

How did it get here? How can we make the enterprise more resilient 1o
i 1 £ e 1?
The DRIDEX banking trojan was installed on beth systems when the user opened a Micresoft Excel this kind of attack?

spreadsheet that contained a8 malicious macro.
S| U [~ QS0 DISRUPT ATTACKERS

20 min 3o * Jon Hencinksi (Expel)
Block Macros from the Internet
bt o Block macros from running in Office files downloaded from the
2
How did we detect it Internet. This can be configured to work in two different modes:
Carbon Black's Cb Response detected the malicious script activity on both werkstaticns on February * Open downloaded doc in ‘P d View"
3,2017 at 09:49.10 and 10:01:00 UTC * Open downloaded documents and block all macros

26 min ago * Jon Hencinksi (Expel)
ttack timeline

° 020317 Aliack phase ] Event Cardon Black gen
09:50.00 Installation cscript.exe “C\Users\user] \AppData\Local\Temp\
evilvbs®

Anack phase ¥ Event Fie created
Installation Cc\ 2\

https://expel.com/
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* COMMUNICATIONS PLAN
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