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• Ransomware landscape

• Ransomware preparation

• Scenario walk-through

•Wrap-up







• Prepare 
(Risk Strategy, Data Strategy, IR Plan, Insurance policies) 

• Instrument 
(Technical and non-technical controls)

• Practice 
(Validate RTO/RPO,  TTX, Attack simulations)

• Improve 
(Playbooks, Policies, and other Procedures)



1. Identify 
• Most critical systems and data

• Define Policies, and Procedures

2. Prepare
• Security Awareness Training

• Patch management

• Verify Backups

• Technical controls like network 
segmentation, MFA, etc.

3. Respond
• Incident declaration/activation

• Restore, rebuild, etc.

• Pay?

4. Recover
• Clean/Reset Passwords

• Crisis communications



Image source: https://github.com/scythe-io/community-threats/blob/master/Ransomware_Top_TTPs/Ransomware_Top_TTPs_navigator.png





• User calls the help desk, believes they “accidentally” clicked on a 
phishing link sent from SANS





“It’s not the plane,It’s the pilot.”-Maverick-







• Phishing email sent from lynda.carter@sans.edu (not .org)

• Phishing email with a malicious link to 46.236.64.10 instead of the 
sans.org link 

• 8 Users received the email

• 1 User (172.16.80.54) visited the link in the phishing email

• 172.16.80.54 is also connecting to 46.236.64.10 on TCP Port 25

• Finland IP is not a “known bad” address

-----





What is your biggest concern?



• Phishing email sent from lynda.carter@sans.edu (not .org)

• Phishing email with a malicious link to 46.236.64.10 instead of the sans.org link 

• 8 Users received the email

• 1 User (172.16.80.54) visited the link in the phishing email

• 172.16.80.54 is also connecting to 46.236.64.10 on TCP Port 25

• Finland IP is not a ”known bad” address

-----

• Two other internal hosts are connected to the Badguy IP: 172.16.60.11 & 172.16.110.20

• 172.16.60.11 is a critical Transaction Server

• When accessing the Transaction Server, it automatically reboots

• Network Monitoring tools demonstrate that the Transaction Server is offline



• Have we identified the root cause?

• Have we identified the full extent of the incident?

•What internal departments or groups should get involved?

•What other analysis should be done?

•What 3rd Parties need to be contacted?



•Let’s take a look…

https://www.cisa.gov/news/2021/11/16/cisa-releases-incident-and-vulnerability-response-playbooks-strengthen



•What activities need to be prioritized? 

•WHAT BUSINESS PROCESS IS IMPACTED THE MOST?

• How much is 5 Bitcoin?  Does that impact your decision?

•What tools are available to aid next steps?

•What 3rd Parties need to be engaged (if any)?



Image source: https://www.cybertriage.com/features/ransomware/



• Domain Admins being changed

• Local Admins being changed

• Local Users created or deleted

• New Services or Applications

• Suspicious RDP Logins

• New Services or Applications

• Password resets

• Changes to scheduled tasks

• Security Event Logs being cleared

• Unknown PowerShell script execution

https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance



https://www.sentinelone.com/

https://www.crowdstrike.com/



https://www.sentinelone.com/



https://expel.com/



•What should be done to improve security posture?

•What board involvement, notifications, or reporting is required?

• Is remedial training required for one or more employees?

• Are any HR actions required?

•What 3rd Parties need to be engaged (if any)?
• Law Enforcement, Compliance Regulators, 

Insurance Carrier, ?-ISAC

• COMMUNICATIONS PLAN



• What went well for XYZ Bank?
• What could XYZ bank have done better?
• What changes does XYZ bank need to make?
• Any other observations or action items?
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