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Today’s Objectives

BEGIN MAKING A 
PLAN

DEVELOP A 
PROCESS

WHERE TO LOOK
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u 11+ years in Digital Forensics and 
Incident Response

u Ransomware

u BEC

u Intrusion Investigations

u Federal LE forensics
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Let’s Set the 
Scene

Ransomware!

Yesterday

Windows System 
Images

No logs!
No memory 
captures!
No packet captures!
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Disclaimer: 
It depends
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Domain 
Controllers

Web 
Servers 

(Exchange, 
IIS)

RDP 
Servers

File 
Servers

SQL 
Servers

User 
Endpoints*
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How can we move the needle?

Access 
Vectors



Open RDP
u Shodan.io
u Inbound RDP

u Microsoft-Windows-Terminal-
Services-
LocalSessionManager%4Operation
al.evtx
u 21, 24, 25

u Look for external IP addresses

u Security.evtx brute force 
attempts

u Outbound RDP



Open RDP
u Inbound RDP

uMicrosoft-Windows-TerminalServices-
LocalSessionManager%4Operational.evtx
uEvent IDs 21, 24, 25

uSecurity.evtx
uEvent ID 4625, 4624 > Logon Type 10



Internal Lateral Movement
uOutbound RDP

uMicrosoft-Windows-TerminalServices-
RDPClient%4Operational.evtx
uEvent IDs 1024,1102

uSecurity.evtx
uEvent ID 4648



Vulnerable 
Applications

u Exchange Vulnerabilities

u Log4j

u VPN/Firewall vulnerabilities• MSERT – Microsoft Safety Scanner

• Windows Powershell.evtx
• Windows Event ID 400
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How can we move the needle?

Malicious 
Activity



Program Execution

System.evtx – 7045 service installs

User Assist – C:\Users\<user>\NTUSER.dat

AmCache - \%SystemRoot%\AppCompat\Programs\Amcache.hve

Prefetch - C:\Windows\Prefetch

Shimcache - C:\Windows\system32\config\SYSTEM



$MFT

uRansomware Binary
uCreation date/time

uRansomware Notes
uCreation date/time 

on all systems



How can we move the needle?
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How can we move the needle?

Data Access 



Data Access

• C:\Users\<user>\ntuser.dat 
C:\Users\<user>\AppData\Local\Microsoft\Windows\UsrClass.dat

Shellbags and Recent Docs 

• C:\Users\<user>\AppData\Roaming\Microsoft\Windows\Recent

JumpLists

• C:\Users\<user>\AppData\Local\Microsoft\Windows\WebCache
• C:\Users\<user>\AppData\Local\Microsoft\Edge\User Data\Default\History
• C:\Users\<user>\AppData\Local\Google\Chrome\User Data\Default

Browser History



How can we move the needle?

Data Access 
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Persistence



Persistence

u Run and RunOnce
u C:\Windows\system32\config\ntuser.dat
u C:\Windows\system32\config\SOFTWARE

u ScheduledTasks
u C:\Windows\System32\Tasks
u C:\Windows\System32\winevt\Logs\Security.evtx

u EID 4698 – Scheduled task was created

u 3rd Party-Programs
u AnyDesk
u ScreenConnect



How can we move the needle?

Persistence



How can we move the needle?

But how do we get to that information efficiently?



Scripting and Artifact 
Prioritization

u Prioritize artifacts that give 
the most complete information 
upfront!
u Service Installs – System.evtx

u User Assist

u Foreign RDP connections

u Threat Intel

u Endpoint Protection Software



Artifacts for Quick Wins

Access 
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Microsoft-Windows-Terminal-Services-LocalSessionManager%4Operational.evtx
Microsoft-Windows-TerminalServices-RDPClient%4Operational.evtx

Windows Powershell.evtx C:\inetpub\wwwroot\aspnet_client

$MFT System.evtx User Assist
Amcache Prefetch Shimcache* 

Shellbags RecentDocs JumpLists Browser History

Run RunOnce ScheduledTasks 3rd Party-Programs



Artifacts for Quick Wins
u Windows Event Logs

u C:\Windows\system32\winevt\logs

u Windows Registry Keys

u C:\Windows\system32\config

u C:\Users\<user>\ntuser.dat

u User AppData

u C:\Users\<user>\AppData\Local\Microsoft\Windows\WebCache

u C:\Users\<user>\AppData\Local\Google\Chrome\User Data

u C:\Users\<user>\AppData\Local\Microsoft\Edge\User Data

u $MFT



Questions?
barbellsnbytes daniannotti


