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Cyderes

For 10% of your company you can see this presentation.
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Cyderes

25 years of DFIR research, teaching, founder, Federal service, consulting, and pure play 

security.

Vice President, DFIR Cyderes
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Crisis Management Perspective

Functional Definitions – Plan for Reality

Technical 
Team

Risk 
Leadership

Executive

CommunicationAuthority
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Technical Team

Core Team / Risk 
Management

Executive

Board of 
Directors

Crisis Management Perspective

Executive Function

It’s not what you need to say; it’s what the executive needs to hear.
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Full Cybersecurity Motion

Sound theories form the framework of your cyber defense

Anticipate

Prevent

Respond

Recover

Cyderes Cyber Security Model
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Anticipate

Threat Analysis Drive Advisory Services

Anticipate

Prevent

Respond

Recover

Ransomware as a Service (RaaS)

Ransomware Tool 
Developer

Packer/Obfuscator 
Developer

Phishing Mailer

‘bot Controller

RaaS

Cryptocurrency 
Broker/Launderer

Affiliates

Packer/Obfuscator 
Developer

Business Analyst
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Prevent

Experienced delivery ensures your value from sound theories

Anticipate

Prevent

Respond

Recover

Endpoint

Network

Identity and Access 
Management

Security Operations

Offensive Security

Cloud Security

Security Strategy

DFIR Projects – Enablement

Compliance

TLDR; Prevent
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Respond

Experienced delivery ensures your value from sound theories

Anticipate

Prevent

Respond

Recover

Enterprise Managed Detection 
& Response (EMDR)

Cloud Security Operations 
Center (CSOC)

Cloud Native Analytics 
Platform (CNAP)

SOC as a Service

Incident Response

TLDR; RespondTLDR; Respond
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Call Counsel Negotiation 
Window

Test Payment 
Channel Payment(s)

Key 
Deployment

Within 1 hour Estimated 4-12 hours Estimated 4-12 hours Variable (~8-48 hours)

Threat Analysis Driven Advisory Services

Return to 
Operations

Variable (1 week to ?)

Recover
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Post Recovery: Regulatory Reporting
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Exfiltrated, Disclosed, but not in Control

Exfiltrated, Disclosed, in Control

Exfiltrated, not Disclosed

In Control, not exfiltrated

Unknown

?

Theoretical Baseline Disposition Risk

?

Fail to Report

Disclosed by Attacker
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Thank you.

DR. D. KALL LOPER

(817) 991-6956

Kall.Loper@cyderes.com


